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Practical Considerations

How good (precision/recall) is necessary?

High precision when showing exiractions to users
High recall when used for ranking results

How long does it take to construct?
Minutes, hours, days, months

What expertise do | need?

None (domain expertise), patience (annotation), simple scripting, machine learning
guru

What tools can | use?
Many ...
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Information Extraction Process

Segmentation
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Segmentation

Semi-structured exiraction
Table exiraction
Main content identification

Custom regular expressions



Segmentation

Semi-structured exiraction
Table extraction Text
* e
Main content identification segments

Custom regular expressions



Text Extraction Techniques

Glossary

Regular expressions
Natural language rules
Named entity recognition

Sequence labeling (Conditional Random Fields)
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Glossary Extraction

Simple
list of words or phrases to extract

Challenges

Ambiguity: Charlotte is a name of a person and a city
Colloquial expressions: “Asia Broadband, Inc.” vs “Asia Broadband”

Research

Improving precision of glossary exiractions using context
Creating/extending glossaries automatically
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Extraction Using Regular
Expressions

Too difficult for non-programmers

regex for North American phone numbers:
Ale:(2:\+2T\s*(2:[.-]\s*)2)e(2:\(\s*([2-9]1[02-9] | [2-2][02-8]1 | [2-9] [02-8][02-
P1IN\S*™\) | ([2-2]1[02-9] | [2-9][02-8] 1 | [2-9][02-8][02-P]))\s*(2:[.-]\s*) <)< ([2-9]1[02-
21| [2-2][02-9]1 | [2-2][02-2]{2})\s*(2:[.-]\s*) 2 ([O-

1{4}) (2:\s*(2:# | X\.2 | ext\.2 | extension)\s*(\d+))2$

Brittle and difficult to adapt to unusual domains

unusual nomenclature and short-hands
obfuscation



NLP Rule-Based Exiraction



NLP Rule-Based Exiraction

.. Pattern




Tokenization

My hame is Pedro

310-822-1511

YV Candy@® is here

| 4

My | Iname

IS

Pedro

310-822-1511

310| - 822

-

1511

T~

¥ Candy

IS

here

¥ Candy®

IS

nere

20



Token Properties

Surface properties

Literal, type, shape, capitalization, length, prefix, suffix, minimum, maximum

Language properties

Part of speech tag, lemma, dependency

21



~ optional ~ part of output = match lemma  alphanumeric - optional ' part of output

Words Part of speech Numbers:
ords: S :
Enter words here. " noun enoth 1: Lﬂﬂgﬂl 2
| pronoun ]
%Pm ° ~ optional  part of output B:
proper nou
" determiner Shape: Part of speech:
~ Enter sh h | ~ conjunction :
symbol | ddd, XXXX, Xx. ——— =2 of output
| adjective  |d is for digits and x ~ pronoun verb vols:
fcc;r;:.?m;térfo ‘ proper noun ~ pre/post-position 11 | <
Capitalization ~ determiner adverb ) ( 1 -
4 7 exact 1 symbol - particle ) 0=
~ adjective ~ interjection ) [ %
Length 1: Length 2: ) . =
Prefix: Suffix: . : ) { ¥
vocabulary Prefix: Suffix: N .
cancel | save Jf of s
- | - @

— — n

- — 5




~ optional | part of output = match lemma = alphanumeric

Words: Part of speech: ~ optional = part of output
Enter words here. " noun ~ conjunction
) pronoun ) verb Shape: Part of speech: o
. .. Enter shapes such ~ noun conjunction
| proper noun pre/post-position as ddd, XXXX, Xx. ,
| .  adverb d is for digits and x pronoun verb
determiner for letter, X for ) nrefbost:nosition
' symbol ~ particle capital letter. proper noun pre/post-po
‘ rmin adverb
" adjective ~ interjection dete & . .
symbol particle
Cavitalizati ~ adjective ~ interjection
apitalization:
Prefix: Suffix:
Length 1: Length 2: Length 3

Prefix: Suffix: ~ not in vocabulary  in m m

vocabulary

~ optional ' part of output . —
Numbers: . —
Length 1: Length 2: - B -

Length 3:




~ optional | part of output = match lemma = alphanumeric

Words: Part of speech: ~ optional = part of output
Enter words here. " noun ~ conjunction
) pronoun ) verb Shape: Part of speech: | o
o . Enter shapes such " nour ~ conjunction
| proper noun pre/post-position as ddd, XXXX, Xx.
. d is for digits and
" determiner adverb fo:'slect,trer,lg)??o?'n ’ o i .
) symbol ~ particle capital letter. optional part of output
" adjective | interjection Punctuation Symbols:
1, ! <
. .
Capitalization: . ; -
p E}tﬂﬂt lﬂWEl‘ ]]_PIET tltle mﬂﬂd 7 .." N .._
Prefix: | ! L %
Length 1: Length 2: Length 3 o~ ] A
Prefix: Suffix: ~ not in vocabulary =~ in O+ B O/
e EENESBELI
. - %
. ~ optional ' part of output ) + M - @
T —
Numbers: O _ A
Length 1: Length 2: B S

Length 3 =) (B0




~optional | part of output ' match lemma = alphanumeric

Words: Part of speech: ~ optional  part of output
Enter words here. " noun | conjunction
) pronoun M verb Shape: Part of speech:
. . Enter shapes such " noun ~ conjunction
| proper noun pre/post-position as ddd, XXXX, Xx.
. d is for digits and
- determiner adverb fo'rslegtrer,lg)z ?o?'n ’ - i o
| symbol ~ particle capital letter. optional part of output
" adjective ~ interjection Punctuation Symbols:
., ml <
“ -
) : ) - —
9 o ~
Length 1: _ s} N\
Prefix: o '_N { _' /
W’ﬂﬂﬂhﬂlﬂl'y " — } -
= — I — $
—— o+ - @
—_ _ - A
R T

EDED




Token Types

~optional ' part of output = match lemma = alphanumeric

‘Words:

Enter words here.

Length 1:

Prefix:
vocabulary

Part of speech:
" noun | conjunction
| pronoun - verb
) proper noun O preprSt-pGSiLiﬂn
" determiner ~ adverb
' symbol ~ particle
" adjective - interjection
Capitalization:
~exact | lower | upper title = mixed
Length 2: Length 3
Suffix: "' not in vocabulary ~ in

cancel | Save

~ optional  part of output

Shape: Part of speech:
Enter shapes such noun
as ddd, XXXX, Xx.
d is for digits and x pronoun
for letter, X for
capital letter. proper noun
determiner
symbol
adjective
4
Prefix: Suffix:
~ optional  part of output
Numbers:
Length 1: Length 2:
Length 3:
Min Max
4

conjunction

verb
pre/post-position
adverb

particle

interjection

~optional * part of output

Punctuation Symbols:
). ) <
- ( .
: o o
. all ~ g
y ] —\
. - { ~
N -y -
' =] 1 $
+ |- @

M

- o -~

E2ED




Patterns

Pattern := Token-Spec
[Token-Spec]
Token-Spec +

Token-Spec Pattern

27



Positive/Negative Patterns

Positive

Generate candidates

Negative
Remove candidates

Output overlaps positive candidates

28



Positive/Negative Patterns

General Positive

Generate candidates

Specific Negative
Remove candidates

Output overlaps positive candidates

29



| optional ¥ part of output [ followed by space

Words: Part of speech:
| noun | conjunction

| pronoun 1 verb

¥ proper noun | pre/post-position
| determiner | adverb

. symbol | particle

. adjective " interjection

Capitalization:
I exact [ | lower [ upper i« title [ mixed
Length 1: Length 2: Length 3
Prefix: Suffix: ! not in vocabulary

cancel



spaCy wchttps://spacy.io/docs/usage/rule-based-matchingo = o

GET STARTED

Installation Rule-based matching

Models

Lightning tour spaCy features a rule-matching engine that operates over tokens, similar to
Command line regular expressions. The rules can refer to token annotations and flags, and
Troubleshooting matches support callbacks to accept, modify and/or act on the match. The rule
Resources matcher also allows you to associate patterns with entity IDs, to allow some

basic entity linking or disambiguation.
WORKFLOWS
Loading the pipeline Here's a minimal example. We first add a pattern that specifies three tokens:
Processing text
spaCy's data model
POS tagging
Using the parse 2. Atokenwhose is_punct flagissetto True

1. Atoken whose lower-case form matches "hello"

Entity recognition 3. Atoken whose lower-case form matches "world"

Custom pipelines

Rule-based matching )
Once we've added the pattern, we can use the matcher as a callable, to receive
Word vectors )

: alistof (ent_id, start, end) tuples.
Deep learning

Custom tokenization
Adding languages

L. spacy.matcher Matcher
Training
S spacy.attrs IS_PUNCT, LOWER
Training NER

Saving & loading

matcher Matcher (nlp.vocab

B} spaCy chat

matcher.add_pattern("HelloWorld" LOWER: "hello" IS_PUNCT




Advantages/Disadvantages

Advantages

Easy to define
High precision
Recall increases with number of rules

Disadvantages

Text must follow strict patterns
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NLP Rule-Based Exiraction

Tokenization for unusual domains

tokenize on white-space, punctuation and emojis

Token properties

literal, part of speech tag, lemma, in/out of dictionary
dependency parsing relationships (advanced)
type (alphanumeric, alphabetic, numeric)

shape (pattern of digits and characters), capitalization, prefix and suffix
number of characters, range (numbers)

Pattern

Sequence of required/optional tokens
positive and negative patterns

Kejriwal, Szekely

33



Named-Entity Recognizers



Named Entity Recognizers

Machine learning models

people, places, organizations and a few others

SpaCy

complete NLP toolkit, Python (Cython), MIT license

code: https://github.com/explosion/spaCy

demo: http://textanalysisonline.com/spacy-named-entity-recognition-ner

Stanford NER

part of Stanford’s NLP software library, Java, GNU license
code: https://nlp.stanford.edu/software/CRF-NER.shiml
demo: http://nlp.stanford.edu:8080/ner/process

Kejriwal, Szekely
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spaf¥ttps://spacy.io/docs/usage/entity-recognition ... -

GET STARTED

ll = L e .

Installation Entity recognition

Models

Lightning tour spaCy features an extremely fast statistical entity recognition system, that
Command line assigns labels to contiguous spans of tokens. The default model identifies a
Troubleshooting variety of named and numeric entities, including companies, locations,
Resources organizations and products. You can add arbitrary classes to the entity

recognition system, and update the model with new examples.
WORKFLOWS

S EXAMPLE
SaCilE M RIPEUNe The standard way to access entity annotations is the doc.ents |& property,

Processing text which produces a sequence of span |& objects. The entity type is accessible spacy

spaCy's data model either as an integer ID or as a string, using the attributes ent.label and nlp = spacy.load(‘en’

POS tagging

nlp(u'London 1is a big city 1in the United Kingdon

ent.label_ . The Span object actsasa sequence of tokens, SO you can iterate
ent doc.ents:

Using the parse over the entity or index into it. You can also get the text form of the whole entity,

: i ) . y .lab 4
b Rl as though it were a single token. See the AP| reference |& for more details. SRESIanas: ANt LRt

Custom pipelines

Rule-based matching

You can access token entity annotations using the token.ent_iob and
Word vectors

: token.ent_type attributes. The token.ent_iob attribute indicates whether
Deep learning

Cilstom tokenization an entity starts, continues or ends on the tag (In, Begin, Out).

Adding languages

Training
Training NER EXAMPLE
Saving&loading doc nlp(u'London is a big city in the United Kingdom.'

B} spaCy chat

doc .text, doc ent_iob, doc ent_type_




hitps://demos.explosion.ai/displacy-ent

%P
L 24N PN
(.5
o
Y

displaCy

Dependency Visualizer

Named Entity Visualizer
Visualise spaCy's guess at the
named entities in the
document. You can filter the
displayed types, to only show
the annotations you're
interested in.

Ow

Similarity

Sentence Similarity

sense2vec: Semantic
Analysis of the Reddit
Hivemind

displaCy Named Entity Visualizer

Enter your text below to explore spaCy's default entity recognition model. You can use the drop-down menu to
select the entity types you're interested in.

2 April 2016 Nigeria: NLC Pledges Support for EFCC Anti-Corruption War By Ronald Mutum The Nigeria
Labour Congress (NLC) has thrown its weight in support of the Economic and Financial Crimes
Commission (EFCC) anti-corruption campaign. The president of the workers' union, Ayuba Wabba, gave
the Union's unalloyed support in the fight against corruption during a visit to the chairman of the EFCC,
Ibrahim Magu his AbUJa office. A statement yesterday from the EFCC spokesman Wilson Uwujaren

e A A ST LSTD e i s WO\ Ll L i VT e e e i e el e S e e R e e R i L I R

Entities w Model

\_ 2 April 2016 [BATE ] Nigeria: NLC Pledges Support for EFCC Anti-Corruption War By Ronald Mutum [PERSON

The Nigeria Labour Congress [0R6 ©RG ) has thrown its weight in support of the Economic and

Financial Crimes Commission (EFCC) anti-corruption campaign. The president of the workers' union,
Ayuba Wabba PERSON | gave the Union's unalloyed support in the fight against corruption during a visit to

the chairman of the | EFCC [GR&

 yesterday [BAT® | from the | EFCC (6F®

office. A statement

, lbrahim Magu PERSON  his  Abuja [ORE

spokesman Wilson Uwujaren PERSON quoted Wabba PERSON as
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Advantages/Disadvantages

Advantages

Easy to use
Tolerant of some noise
Easy to train

Disadvantages

Performance degrades rapidly for new genres, language models
Requires hundreds to thousands of training examples
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Conditional Random Fields



Discriminative Vs. Generative

e Generative Model: A model that generate observed

data randomly
e Naive Bayes: once the class label is known, all the O

features are independent K

p(y,x) =p(v) | [ p(zr|y)
k=1
e Discriminative: Directly estimate the posterior GU@{AL

probability; Aim at modeling the “discrimination”
between different outputs

. e MaxEnt classifier: linear combination of feature
function in the exponent, K
1
ex 0 , X

Both generative models and discriminative models describe distributions over (y , x), but they work in
different directions.

Naive Bayes

p(ylx) =

Logistic Regression

slide by Daniel Khashabi



Discriminative Vs. Generative

LI S G N

SEQUENGE GENERAL

Naive Bayes HMMs GRAPHS Generative directed model

cu@m cuu NAL NAL
.O@b SEQUENCE m GENERAL m

ogistic Regression Linear-chain CRFs GRAPHS General CRFs

@-observable Crunobservable

slide by Daniel Khashabi



Chain CRFs

e Each potential function will operate on pairs of adjacent label variables

pule. ) = o exp (LN (v.2)

J
Fj (y, '73) — Z fj (yi—la Yi, L, Z.)a Feature functions
1=1

e Parameters to be estimated, )\j

Crunobservable
@-observable

slide by Daniel Khashabi



Chain CRF

e We can change it so that each state depends on more observations

N\
= = .
y (Crunobservable
@-observable
. .

e Or inputs at previous steps
y i () L

X

e Or all inputs y - ? - o

slide by Daniel Khashabi



Modeling Problems With CRF

X1 ) &
word) (capltallzed) (POS Tag) (entlty)

Possessive Pron

oT h W N —

name

IS
Pedro
Szekely

0
0
I
I

Noun
Verb
Proper Noun
Proper Noun

Ot ner
Other
Person-Name

Person-Name

44



Modeling Problems With CRF

X1 X2 ) &
word) (capltallzed) (POS Tag) (entlty)

Possessive Pron

oT h W N —

name 0 Noun

is 0 Verb

Pedro I Proper Noun
Szekely | Proper Noun

Other common features:
lemma, prefix, sutfix, length

Ot ner
Other
Person-Name

Person-Name
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Modeling Problems With CRF

X1 X2 ) &
word) (capltallzed) (POS Tag) (entlty)

I Possessive Pron

2 name 0 Noun Otwer

3 is 0 Verb Other

4 Pedro I Proper Noun Person-Name
5 Szekely | Proper Noun Person-Name

feature functions fj(x, yii1, Vi, i)



Advantages/Disadvantages

Advantages

Expressive

Tolerant of noise

Stood test of time

Software packages available

Disadvantages

Requires feature engineering
Requires thousands of fraining examples
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Open Information Extraction



hitp://openie.allenai.org/

7S Open Information Extraction

Example Queries: © Typed Example Queries: ©
What kills bacteria? What countries are located in Africa?
Who built the Pyramids? What actors starred in which films?

What did Thomas Edison invent? What is the symbol of which country?
What contains antioxidants? What foods are grown in which countries?

What drug ingredients has the FDA approved?

Argument 1: Relation: Argument 2: Corpus:

what/who verb phrase what/who All

Al2 proudly announces the launch of Semantic Scholar, an Al-based academic search engine.
To learn more about Open IE, watch our YouTube video!

Powered by ReVerb, our Open Information Extractor, yielding over 5 billion extractions from over a billion web pages.
newt Open IE 4.0, the successor to ReVerb and Ollie, has been released. Download it from GitHub!

Publications:
e Search Needs a Shake-up (Nature 2011)
* Open Information Extraction (IJCAI 2011)
« Ollie (EMNLP 2012)
* Reverb (EMNLP 2011)
» TextRunner (IJCAI 2007)

Public resources based on Open IE:
e 1R millinn Aliactinn-nararnhracace (Fader at al ACYL 20172\

Hosted by

Created at

X &

= Q Search

A
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Practical IE Technologies

Semi-

O(1000) O(10)
assemble : . .
nours nours minutes | annotati ZEro annotafi
glossary ons ons
high. low-
minimal | program low mMinimal . Zero minimal
medium
mer
medium medium- medium-
LTSN (ambiguit.  high high high : : high
v) high high
medium low medium
Recall (formatti f(# F(# rules) high medium | medium high .

Ny ranay)



how to I'e prese nlll KGs?



KG Definition

a directed, labeled multi-relational graph
representing facts/assertions as triples

(h,r, 1) head entity, relation, tail entity
(s, p, 0) subject, predicate, object



Simplest Knowledge Graph

Entities

S
Yo)\
e @
mentions_, Legacy Ventures
International Inc

m Damn Good
"0/78 Penny Stocks

Easiest to build



Simple, But Useful KG

Entities + properties

company Legacy Ventures
International Inc

%‘ Damn Good

Penny Stocks

“Easy” to build
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Semantic Web KG (RDF/OWL)

Entities + properties + classes

stock-ticker @

: Legacy Ventures

International Inc

Damn Gooad /Dromoter
Penny Stocks

Very hard to build

Kejriwal, Szekely



“Ideal” KG

Entities + properties + classes + qualifiers

stock-ticker ﬂ

- Legacy Ventures
Intfernafional Inc

promoter
Damn Good
Penny Stocks
start-date $

source

— stockreads.co
m

Very very hard to build




"More ldeal” KG

Entities + properties + provenance + confidence + qualifiers

7 image-id-123
0.92 T isi-extractor yrce
extractio), e (150,230)x(560,720)
CO/?ﬁdence met od /Segment
A —
0.72 ora" mediad tyPe— .0 e

0.14 O\
'\ r €//'ab/'//'z‘y

ambigy ¢
§ 4
-

p 4 sources — __date—=1 2 june 2014

error reduction

() Snizhne
“Not so hard” to build

0.81

event 123 (}




Where to S'l'Ore KGS?



Serializing Knowledge Graphs

Resource Description Framework (RDF)

Database (triple store): AllegroGraph, Virtuoso,
Query: SPARQL (SQL-like)

Key-Value, Document Stores

Data model: Node-centric
Databases: Hbase, MongoDB, Elastic Search, ...
Query: filters, keywords, aggregation (no joins)

Graph Databases

Data model: graph
Databases: Neo4J, Cayley, MarklLogic, GraphDB, Titan, OrientDB, Oracle, ...
Query: GraphQL, Gremlin, Cypher
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Popularity Ranking Ot Graph

- n_ n_ _ _ _ _
r\ DB-Engines Ranking of Graph DBMS

-o- Neodj
-+ Microsoft Azure Cosmos DB
OrientDB
Titan
10 / - ArangoDB
e -®- Virtuoso
Giraph
8- AllegroGraph
-+ Stardog
GraphDB
-0~ Sqrrl
-~ Graph Engine
InfiniteGraph
Dgraph
¥ Blazegraph

0.1

Score {logarithmic scale)

0.01

© August 2017, DBE-Engines.com

0.001
Jan 2013 Jul 2013 Jan 2014 Jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016 Jan 2017 Jul 2017

https://db-engines.com/en/ranking_trend/graph+dbms



ElasticSearch, MongoDB & Neo4J Have Wide

DB-Engines Ranking -»- Oracle

- MySQL
Microsoft SQL Server
PostgreSQL

-¥- MongoDB
1k

- Redis
Elasticsearch

100

- HBase

10 o Neodj

Score (logarithmic scale)

© August 2017, DB-Engines.com

2013 2014 2015 2016 2017 1/10¥
https://db-engines.com/en/ranking_trend/graph+dbms

0.1



MmyDIG: A KG Construction Toolkit

Python, MIT license, https://github.com/usc-isi-i2/dig-etl-engine

Enable end-users to construct domain-specific KGs

end users from 5 government orgs constructed KGs in less than one day

Suite of exiraction techniques

semi-structured HTML pages, glossaries, NLP rules, NER, tables (coming soon)

KG includes provenance and confidences

enable research to improve exiractions and KG quality

Scalable
runs on laptop (~100K docs), cluster (> T00M docs)

Robust

Deployed to many law enforcement agencies

Easy to install

Docker deployment with single “docker compose up” installation
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myDIG Demo



Summary

Partition pages into segments
Select technology based on segment features
Do knowledge graph completion (next topic)

Choose representation based on application

demands



